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LIBONOMYLIBONOMY

The evolution of Blockchain has opened doors for research and development in this �eld. 

Since Satoshi Nakamoto’s introduction of Bitcoin back in 2008 the world of technology 

changed completely. It gave the world a new advanced technology to explore.  Blockchain 

system has evolved, from solving problems to keeping up with future development, the 

cycle has not ceased. The reason it has become a huge success lies in the nature of this 

system, where it is consensus based and works without intervention of any authority. 

Blockchain records data that is immutable, which is encrypted and given a unique hash. The 

hash of the previous block is connected to the hash of the new block. To solve the hash 

and add further data on the blockchain a consensus is reached among the nodes that are 

connected. Consensus protocols still have to face many problems and their latest solutions 

have also become a problem. POW, POS and DPOS have still failed to provide a solution 

for Byzantine General problem and double-spending. Libonomy Blockchain is one of its 

kind blockchain systems that will use Arti�cial Intelligence at its core, with dynamic 

threshold, utilizing all the bene�ts of POW, POS and DPOS and introducing a whole new 

system which is much more transparent, decentralized , fast and robust.

Introduction
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Overview Of Libonomy

Libonomy is one of a kind blockchain which through innovation and creativity has achieved 

all the set goals with great success. The kind of innovation that attracts and reaches out to 

masses of people who have knowledge and understanding that this system is fulfilling its role 

of greatness. 

Many only talk about the next level blockchain technology that would fix all the existing 

problems all in one, Libonomy is already on a road to fulfill this ideology.

Selected keystones for any organization tend to become their trademark, Libonomy highly 

values thinking outside of the box and offering customers a chance to explore way beyond 

what they have imagined.

The major difference is that Libonomy Blockchain does not use any of the previous consensus 

algorithms that have been used for a very long time. All of these consensus algorithms have 

their own drawbacks, Libonomy believes in providing an error-free consensus engine that has 

been architecture very carefully. It uses Artificial Intelligence – automated, computer 

generated engine that saves time, energy and gives high amount of TPS (transactions per 

second).

A system that is generated with AI is safe from any human corruption and it is fully 

decentralized which endorses complete transparency. 

The exclusivity of Libonomy doesn’t just come from the AI consensus engine. It’s a complete 

package. Libonomy is pioneer in providing safety and security to all it's clients. It is extremely 

cost-effective platform that believes in giving only the best. It saves energy and time, 

everything is carried out effectively and efficiently.
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Overview Of The System

This paper introduces the new way of solving the issues of the consensus 

algorithms in an improved, stable and safe way. There is a lot of research being 

carried on regarding Arti�cial Intelligence and its integration in the world. 

Blockchain is not to be left behind in the race. Arti�cial Intelligence is computer 

programming that knows no error. With Arti�cial Intelligence (AI) as the basis of 

consensus algorithm the blockchain system can be rede�ned.

The working of the system is not too complex, an overview of the system needs to be 

addressed before moving forward to the technicalities of the system. When the nodes join the 

Libonomy Blockchain system, the AI will run its analysis on the nodes. The analysis is carried 

forward on the contribution and participation of the nodes in the blockchain. The data 

regarding the capability of how far the nodes are willingly taking part in the blockchain is 

gathered as well as the speed of the transactions and communication is gathered, all this 

information is combined to understand the nature of the nodes in the respective system. Once, 

the analysis is completed the data is transferred to the algorithm which then classi�es the 

information depending on the nature of the nodes and assigns a pool to each one of them. 

There are four di�erent types of pool. The Power pool is the main pool where the transactions 

are veri�ed and validated. There is Exploit Finding pool which runs a security check-up on the 

nodes to look for any issues with it, like its contribution in the blockchain. The Maintenance 

pool is a pool for all the nodes that are not assigned to any other pool and are associated as a 

backup. The Audit pool is assigned for the application of rules and regulations. When the 

nodes have been put in their respective pools, digital signals are passed to create a network, 

meanwhile the idle nodes are cut o�. 

5



LIBONOMY

There is no or less communication between blockchain with another blockchain. This creates 

hindrance in getting a connection across and expanding the horizon of the blockchain. 

Libonomy Blockchain has the feature of interoperability that will allow multiple blockchain 

systems to run under the umbrella of Libonomy blockchain.The Libonomy Blockchain can 

support public blockchain and private blockchain, both. Corporations and businesses can use 

the blockchain in their new business projects that can take the plan a step ahead in any sector 

of business. Government, education, health, identity management and many other sectors can 

integrate the blockchain in their organisations to make it easy for them to manage work with 

the bene�t of stability and security. 

DAPPDAPP poolSmart contractSDK

SDK

Chain cluster Private blockchain Public blockchain

Blockchain interaction channelNode poolVirtual votingPulse communication

Digital assests Inter blockchain communication state engine multi-currency wallet

AI Engine Feature Extraction Engine

APPLICATION LAYER

BLOCKCHAIN LAYER

NETWORK LAYER

CONSENUS  LAYER

COMPONENT LAYER

Smart contracts are mostly implemented in blockchain to enhance the system, however, with 

Libonomy Blockchain the AI engine will verify and validate the smart contracts, creating them 

on their own keeping in the nature of nodes and the network in consideration. Libonomy 

blockchain provides its own blockchain SDK using which users can utilize the system in their 

own platform or build dApps on top of it, which are completely decentralized and 

cost-e�ective. The use-cases for Libonomy Blockchain are limitless and versatile because of 

the nature of the engine and the whole system bringing innovation and creativity together.

Fig 1.1
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Components Of The System

Transaction Per Second

TPS of a node is modeled as an evaluation function that takes node properties, nature of the 

network and safety elements as its independent variable.

Computing Power Ratio  

Computing power ratio is the ratio of calculating force of a node to calculating force of the 

whole network 

Exploit Finding Nodes

EF Nodes guarantee the security of the network. These nodes will be put o� the network if any 

false nodes are found in the power pool.

Maintenance Nodes

Maintenance Nodes are backup nodes that are pulled out and assigned into their respective 

pool. AI engine will kick out the nodes from either pool, in case of a corrupt node. 

Audit Nodes

Audit nodes will carry out the auditing of the pool on a constant basis. If any of the power 

nodes fail to fall within the threshold assigned by the audit nodes, the node will be removed 

from the network.

Virtual Voting

Every node in the network can spread signed information to its 

randomly chosen neighbours. With virtual voting, each node can 

determine if a transaction is valid, block upgrade and threshold 

upgrade.

Fig 2.1
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Signal Passing 

Digital pulse is generated with each communication, which is pulse based message 

communication the fastest possible technique for better communication and achieving high 

throughput of the whole network.

Gossip Algorithm

Multi-Layered Gossip involves attaching a small additional amount of information to a pair of 

gossip that contains the history about the nodes.

Power Nodes

These power nodes can be picked under a 

mechanism by an AI engine. The power 

nodes are namely classi�ed into Lightening 

Nodes, Middle Nodes and Lower Nodes.

Maintenance Pool

Audit Layer

Node Shu�e layer

Rules Layers

Power Pool 

EF Pool

Report Layers

Node Interaction Layer

Feature 
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Neural Network

Neural Network is the main core used in this blockchain. It is inspired from the human brain, 

and neural network will help in classifying and clustering information. It will help in organising, 

storing and managing. 

Block Header

Block Header
Root

State

Channel

Pulse

State

Channel

Pulse

DATA

DATA

Fig 2.3

Fig 2.2
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Architecture Of The Pools

Power Pool

In this pool all the power nodes classi�ed by algorithm are appointed based on their analysis 

carried out by  the algorithm.

EF Pool

This  pool overall sustains the system by constantly upgrading the power pool and reporting 

the exploits if found by the algorithm.

Maintenance Pool

All the reserved nodes are then moved to this section so that they can be appointed the 

respective pool in case the blockchain scaling rules are initiated or some node leaves the 

network.

Audit Pool

In this pool the audit of all the carried down done by the auditing authority of the algorithm, 

the whole process is operated by distributing the requests among all the nodes connected on 

the network.

The consensus engine will work in a particular way. First the nodes will be 

distinguished and go through the process of being identi�ed to which 

pool they belong to.
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Network Proposal System

The network of Libonomy Blockchain is explained below, to grasp the working of the system.

1. The AI consensus engine will generate dataset of the nodes consisting the analysis of

their performance, strength in being part of the blockchain and history of any activity in 

the algorithm.

2. After the dataset is received it is then passed on to the prediction algorithm.

3. The training of the machine takes place in a learning algorithm which is Neural Network

based on the dataset received from the nodes that are connected to the network.

4. The Neural Network is being used to make predictions and dynamically classify nodes

into their respective pool with dynamic threshold, as de�ned by the state engine of the 

blockchain

The �rst stage of the process involves:

a. The working of AI Consensus protocol.

1. The network has become a distributed network with high speed

communication and data transfer. The transaction per second of this 

network is highly competitive against other known networks.

b. The High Speed Autonomous Blockchain is taken into consideration

2. Pulse based message communication is used for data writing and

sharing on distributed ledger. Pulse based message passing is one of 

the most advanced techniques to transmit and receive messages.

3. Pulse Based message communication  will keep the nodes

dedicated towards the network.

4. There is a continuous communication taking place of large datasets of the nodes, while

still not overloading the network with the requests.

Fig 3.1
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5. Cryptographic hashing is still happening, while still maintaining immutability and

perfect blockchain. 

6. Multi Node pools are created for transaction veri�cation, blockchain maintenance, and

rules creation.

7. The system is avoiding hard forks, while allowing blockchain

upgrades.

8. Gossip communication between multiple node pools is

taking place for transaction veri�cation and blockchain is 

upgraded.

9. Network is being upgraded and the blockchain keeps on

scaling with a consistent architectural structure. 

c. As the signals will pass the gossip protocol will be working to its full potential, then the

Virtual Voting will utilize this information to upgrade the pools and data will be shared.

d. Based on the rules accepted and generated by the AI engine and Pools, the State Engine

Machine will maintain the system’s state and upgrade it dynamically.

Fig 3.3

Fig 3.2
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The second stage begins with:
1. Public Blockchain Testnet is created which is identical to the software of the cryptocurrency,

but does not disturb the main cryptocurrency software as it is an experiment. 

2. All the nodes from all around the world are allowed to contribute to the network.

3. AI engine will keep maintaining the dataset for future upgrading of the blockchain and

remove all the issues

a. The faucet manager and explorer of libonomy blockchain with

limited features will also be available for community  in this phase.

b. Crypto currency wallet and DApp browser will be developed.

c. Blockchain explorers will be designed with the ability to explore and contribute in the

running pools.

The third stage is:

a. High speed Inter-Blockchain communication will take place easily, when blockchain can

connect with another blockchain and there will be no barrier in between. 

b. Multi-currency wallets will be handled and transactions between them will take place.

d. Blockchain scaling will take place constantly and upgrade with the help of the machine.

e. It can be integrated into either a public blockchain or private blockchain

1. Private authorities can utilize biometric digital hashing in their system.

Fig 3.4

Fig 3.5

Fig 3.6 Fig 3.7
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f. Application layer will be used to create DEX, smart contracts and other DApps.

g. X-Virtual Machine will be part of the blockchain system:
1. Virtual Machine compiler will run and build smart contracts and DApps.

2. It will allow auditing of smart contracts.

h. Software Development Kit (SDK) will be installed in one package for developers to use the 

blockchain.

SDK

Fig 3.8
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Design And Implementation 

1. The TPS of a node is calculated carefully, following the parameters of:

X1={Power Ratio, Life-time, contribution }

X2= {Latency, Connections, Bandwidth}

X3 ={Assignment  probability, Removal probability}

Input Matrix of characteristics:

M={X1,X2,X3}

2. The maximum capability of a node pool is calculated i.e pool_max, through:

f(M)={X2,X2,X3}

3. A random number in the node pool is generated, which will represent the node.

4. Threshold value will be generated, which will indicate the number of power nodes in the 

network. This method will work for each node_pool.

5. The super_nodes for the pool will be selected in the following way:

Ni = {Power U EF U Audit U Maintenance} i = 1,2,… ,Num 

6. Picking of  Maintenance and Support Nodes will take place. There will also be Support 

Nodes, that will ensure that the distributed network is capable of resisting external attacks.

Algorithm is designed in a way to cater to the nodes that are fairly chosen and assigned.

Our Objective

Our main aim is to apply ANN to our blockchain system. The �rst and foremost step is to 

structure the dataset that will be given to ANN for training, testing and validation.
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Usage Of Arti�cial Neural Network (ANN)

Neural Network is the algorithm used in this blockchain. It is inspired from the human brain, 

the part which recognizes and classi�es any type of information in patterns. Neural network 

will help in classifying and clustering information. It will help in organising, storing and 

managing. Many layers of mathematical processing are used by ANN to make sense of the 

information it is fed. It can contain millions of arti�cial neurons, called units, arranged in the 

form of layers. Input layer receives information from the outside world. 

This is the data through which ANN process or learns. From the input layer, data goes to one or 

more hidden units. Hidden units transform the input into data that can be used by output 

units.

Feed Forward Process

In this process, the output of the network is calculated. In order to carry forward, input is 

multiplied with weights, to get output in the feed forward process.

Where w represents the weights and x represents features of the dataset.

Back Propagation Process

Back propagation is the process in which errors and gradient descent is calculated, during the 

training for each training example. Based on the error for gradient the weights of the network 

is updated.

σ(x) is sigmoid function 

Derivative of σ(x) is as:

σ(x) (1 - σ(x))
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There are many activation functions but sigmoid function will be used in this process. The 

purpose of activation functions is to contain output within a speci�c range. Sigmoid output 

ranges between 0-1

Notations for ANN

xij = ith input to unit j.

wji = weight associated with ith input to unit j.

Netj =            Xji

=         output computed by unit j.

tj = target output for unit j.

σ = sigmoid (the activation) function.

Error for Hidden Node j

Error Gradient for Sigmoid 

Back Propagation Algorithm

Initialize all weights to random numbers.

Until converges, Do

For each training Example Do

1. Input into the network and compute outputs.

2. For each output unit k

3. For each hidden unit h

4. Update each network weight

16
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Feature Extraction & Dataset 
Computing Power, bandwidth, contribution and life of a given node are gathered in 

JavaScript Object Notation. The data gathered from json object will be used in making the 

dataset for csv �le format which contains values or information about Computing Power, 

bandwidth, contribution and life of all the nodes. This dataset �le will pass through the 

steps given below:

{ 
 CP  

 
2304 

Latency 245 

Connec�on 5 

Network 10 

Name Node-1 
                                   } 

1. Features

There are four features in our possession, which are Computing Power, bandwidth, 

contribution and life of a node. To extract these features, algorithms are being written to 

extract this data from all the nodes connected to the network.
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2. Dataset Cleansing

CP  Latency Connec�ons Network Name 

2304 245 5 10 Node 1 

Error 295 15 12 Node 2 

2918 Null 20 19 Node 3 

 
 

 
N 

 
 

 
N  

 
 

 
N  

 
 

 
N  

 
 

 
Node 1 

 

Once the features are extracted, the dataset for ANN is prepared. The cleansing process 

includes data detecting and correcting corrupt or inaccurate records, which will be modi�ed 

according to a speci�c use case.

CP  Latency Connec�ons Network Name 

2304 245 5 10 Node 1 

2512(avg 
value) 

295 15 12 Node 2 

2918 Null 20 19 Node 3 

 
 
 

N  

 
 
 

N  

 
 
 

N  

 
 
 

N   

 
 
 

Node n 
 

3. Normalization

CP  Latency Connec�ons Network Name 

0.204 0.302 0.591 0.201 Node 1 

0.54 0.417 0.501 0.631 Node 2 

0.301 
 
 
 

N  

0.500 
 
 
 

N  

0.701 
 
 
 

N  

0.711  
 
 
 

N  

Node 3 
 
 
 

Node n 
 

Fig 4.3

Fig 4.1

Fig 4.2

18



LIBONOMY

4. Splitting Dataset

CP  Latency Connec�ons Network Name 

0.204 0.302 0.201 0.591 Node1 

0.254 
 

 
 

N 

0.417 
 
 
 

N  

0.501 
 
 
 

N  

0.631 
 
 
 

N  

Node 2 
 
 
 

Node n 
 

The dataset is split into three portions. 70% of the data will be used for training, 15% 

of the data will be used for testing and remaining 15% of the data will be used for 

validation of the testing data.

 CP             Latency Connec�ons Network Name 

0.301 
 
 

N  

0.500 
 
 

N  

0.701 
 
 

N  

0.591 
 
 

N  

Node 1 
 
 

Node n 
 

CP  Latency Connec�ons Network Name 

0402 
 
 

N  

0.601 
 
 

N  

0.801 
 
 

N  

0.333 
 
 

N  

Node 1 
 
 

Node n 
 

The training data will be given to ANN for training ANN. This will follow with the 

testing data for testing and validating data for validation of the ANN will take place. 

After the training of the algorithm whenever a node connects on the network the 

system extracts all the features explained in step one and transmits them between all 

the nodes so that their classi�cation can be carried out by the core.

Training of ANN

Fig 4.4

Fig 4.5 Fig 4.6

19



LIBONOMY

Conclusion 
The above implementation plan of the Libonomy Blockchain fully considers the operation 

needs of the development of consensus algorithms, the building process of a Blockchain 

with AI engine and the ability enhancement process of the Blockchain community, so as to 

make the Libonomy Blockchain available as soon as possible, popularize it in the 

community and carry out process. Also, gradual improvements will take place in the 

Blockchain through constant iteration and upgrade.
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